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GENERAL DATA PROTECTION REGULATION (GDPR) 

 

The EU General Data Protection Regulation (GDPR) will need to be fully implemented by 25th May 

2018 and amendments and extensions to the Data Protection Act 1998 will be enshrined in law via a 

new Data Protection Bill.    

This guidance note is principally directed at 'controllers'.  

The GDPR applies to ‘controllers’ and ‘processors’. The definitions are broadly the same as under the 

DPA – i.e. the controller says how and why personal data is processed and the processor acts on the 

controller’s behalf. If you are currently subject to the DPA, it is likely that you will also be subject to 

the GDPR.  

If you are a processor, the GDPR places specific legal obligations on you; for example, you may be 

required to maintain records of personal data and processing activities. You will have significantly 

more legal liability if you are responsible for a breach. These obligations for processors are a new 

requirement under the GDPR. 

However, if you are a controller, you are not relieved of your obligations where a processor is involved 

– the GDPR places further obligations on you to ensure your contracts with processors comply with 

the GDPR.  The GDPR applies to processing carried out by organisations operating within the EU. It 

also applies to organisations outside the EU that offer goods or services to individuals in the EU. 

The following is a summary of the implications of the new legislation indicating which areas needed 

to be looked at and amended. 

 Awareness raising 

1 The Regulation seeks to achieve harmonisation of data protection rules.  Any non EU data 

controller which offers goods or services to EU individuals or monitors their behaviour will be 

subject to the new law.  Despite the advent of Brexit the UK government has confirmed that it 

wishes to fully implement the legislation to ensure parity between countries.  

 

 Information you hold 

2 The GDPR requires greater accountability and transparency for data subjects about how their 

personal data is being used by a data controller.  If your organisation has more than 250 

employees, you must maintain additional internal records of your processing activities. If your 

organisation has less than 250 employees you are required to maintain records of activities 

related to higher risk processing, such as: 

 

• processing personal data that could result in a risk to the rights and freedoms of individual; or 

• processing of special categories of data or criminal convictions and offences. 

 

Even though many smaller furniture companies will not be processing high risk data, it is 

considered good practice to keep records so as not to breach the law in other respects, and it is 

seen as a useful way of checking whether the data is now being used for a purpose that it was 

not originally intended to be used for. 
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Also, companies that have previously registered with the ICO as processing personal information 

will no longer have to do so.  Instead, they will be required to keep and update their own records 

of data processing activities and the measures being taken to comply with the new law.  To this 

end, where necessary,  information in relation to the processing of personal data will need to 

be updated and this could cover: 

 

� Categories of personal data; 

� Purposes of data processing; 

� Categories of data subjects;  

� Categories of recipients; 

� Transfers of personal data outside the EEA and the safeguards in place to protect that 

data; 

� Legal basis for processing personal data; 

� Data retention periods; 

� Security measures 

 

 Communicating Privacy Information 

3. The requirements for privacy notices will be changing with the GDPR.  Any existing privacy notices 

given to data subjects when collecting personal data, will need to be reviewed.  These should 

include all of the following information: 

� The identity and contact details of the data controller (and if appropriate the data 

protection officer); 

� The purposes for which the data will be processed as well as the legal basis for processing; 

� The recipients of the data; 

� Whether data will be transferred to a third country or international organisation; details 

of adequacy decision and safeguards in place. 

� The period for which data will be stored; 

� The existence of the rights to rectification, erasure and to object; 

� The right to withdraw consent; 

� The right to complain to a supervisory authority; 

� Whether the provision of personal data is a statutory or contractual requirement, or a 

requirement necessary to enter into a contract; 

� The existence of any automated decision making, including profiling. 

 

 Individuals’ Rights 

4. The main rights for individuals under the GDPR include the following:  

• Subject access, 

• To have inaccuracies corrected, 

• To have information erased and to be forgotten (subject to exemptions), 

• To prevent direct marketing, 

• To prevent automated decision-making and profiling where that decision produces legal 

effects for that individual or significantly affects him or her (profiling refers to automated 

processing of personal data used to evaluate personal aspects of an individual, in 

particular to analyse or predict performance at work, economic situation, health, personal 

preferences, reliability, behaviour, location or movements) – subject to exemptions, and 
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• Data portability – the right to transfer personal data from one data controller to another 

where processing is based on consent or necessity for the performance of a contract, or 

where processing is carried out by automated means. 

 

New IT solutions may be needed for a number of these requirements, such as to facilitate 

correction and deletion of data. 

 

 Subject Access Requests 

5 Data Subject Access Requests have different requirements under the GDPR.  You will need to 

comply within a calendar month and cannot levy the existing £10 charge.  There will be different 

grounds for refusing a request.  When responding you will need to provide additional information 

such as the legal basis for processing the personal data, retention periods and the right to have 

inaccurate data corrected. 

 

To avoid dealing with Data Subject Access Request you could consider developing systems that 

allow people to access their information online. 

 Legal basis for processing personal data 

6 Under the GDPR legal basis for processing personal data in privacy notices will need to be 

provided when answering data subject access requests.   

 

The lawful grounds are: 

1. Provided consent 

2. Necessary for 

a. The performance of contract with individual 

b. Compliance with the Controller’s legal obligations 

c. Protection of individual’s vital interests (data subject or another 

person) 

d. Performing task in public interest 

e. Legitimate interests pursued by the Controller   

 

Grounds for processing special categories (former sensitive personal data plus genetic data 

and biometric data)  

1. Explicit consent provided by individual 

2. Individual made the data public 

3. Processing is carried out in course of legitimate activities: 

a. With appropriate safeguards in place. 

b. By political, philosophical, religious or trade union not-for-profit 

body; and 

c. The processing relates solely to members, former members or those 

with regular contact in connection with purposes. 

 

4.The processing is necessary 

 

a) For employment law obligations 

b) To protect individuals vital interests (if unable to consent) 

c) To establish, exercise or defend a legal claim 

d) For substantial public interest on legal basis 
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e) For preventative or occupational medicine, assessment of working 

capacity of employees, medical diagnosis, provision of health or 

social care or management of health or social care systems or 

pursuant to contract with a health professional  

  

 Consent 

7 The rules on consent as a condition for processing are changing. Recital 32 of the GDPR 

provides that consent should be given by a “clear affirmative action establishing a freely given, 

specific informed and unambiguous indication of the data subject’s agreement to the 

processing of personal data relating to him or her, such as by a written statement, including 

by electronic means, or an oral statement”.  Opt out clauses will no longer work. 

 

The data subject must be informed, prior to giving consent, of his or her right to withdraw 

consent.  It should be as easy to withdraw consent as to give it. 

 

 Data Breaches 

8 The new law will introduce mandatory notification of data breaches to the ICO unless they 

are unlikely to result in a “risk” for the rights and freedoms of individuals and to the data 

subject if there is a “high risk” to the rights and freedoms of the data subject.  Such reporting 

will need to take place within 72 hours. 

 

There will be a substantial increase in the maximum level of fine to the greater of 20 million 

euros or 4% of total worldwide annual turnover.  Compliance with data protection should 

therefore be considered a high risk. 

 

Policies and procedures will be updated as necessary to reflect the changes.  

 

 Data Protection by Design and Data Protection Impact Assessments 

10 Data controllers are under a new obligation to undertake privacy by design and by default.  

Specifically, data controllers must take appropriate technical and organisational measures 

before processing begins to ensure that data processing meets the requirements of the 

Regulation and to ensure that by default only the minimum necessary level of personal data 

is collected.  

 

Appropriate measures will therefore need to be implemented to ensure security is 

appropriate to the risk including (as appropriate): pseudonymisation and encryption, ability 

to ensure confidentiality, integrity, availability and reliance, ability to restore access, process 

for regularly testing and evaluating the security.  

 

Data Protection Impact Assessments (DPIA’s) will become compulsory where projects 

involving personal data pose a ‘high risk’ for the rights of individuals.   

 

Similarly DPIA’s should be carried out where projects involve a large amount of personal data. 

Impact assessments shall contain (at least):  description of processing operation and purpose 

of processing, assessment of necessity and proportionality of processing, risks to rights and 

freedoms of individuals, measures to address risks, demonstration that GDPR and ICO’s codes 

of conduct have been complied with and taken into account. 
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 Data Processors 

11 The GDPR entails a significant conceptual change in placing obligations on processors (i.e. 

those agents who process personal data on your behalf) for the first time, but does not relieve 

data controllers of any of their own obligations.  Instead, more obligations are placed on data 

controllers to ensure that their processing contracts comply with the requirements of the 

Regulation. 

• Controllers must now only use processors which take such security measures and 

which also comply with all other requirements of the Regulation. 

• Any agreement relating to processing will be governed by a contract or ‘other legal 

act’ setting out the subject matter and duration of the processing.  The contract must 

include certain obligations, such as to process personal data only on the instructions 

of the controller and to assist the controller with complying with its data security 

obligations.  The Regulation also includes an additional requirement that processors 

must not appoint sub-processors without the controller’s consent and that contracts 

between processors and sub-processors should flow down all data protection 

obligations in the contract between the controller and processor. 

• Processors must maintain a record of all personal data and processing activities for 

which they are responsible. 

• As data processors will be subject to their own liability for data breaches, any business 

acting as a data processor may well require contractual reassurance that none of its 

instructions will cause the data processor to breach its data obligations. 

• Data processors will also have to bear in mind that the breach notification provisions 

mean they will be obliged promptly to notify a data controller of any data breach 

suffered in relation to personal data that they have processed on behalf of that data 

controller.  

• It will be necessary to include compliant processor clauses for new contracts which 

involve the processing of personal data and identify existing contracts which need 

updating. 


